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AbstrACt
background The use of mobile devices in health (mobile 
health/mHealth) coupled with related technologies 
promises to transform global health delivery by creating 
new delivery models that can be integrated with existing 
health services. These delivery models could facilitate 
healthcare delivery into rural areas where there is limited 
access to high-quality access care. Mobile technologies, 
Internet of Things and 5G connectivity may hold the key 
to supporting increased velocity, variety and volume of 
healthcare data.
Objective The purpose of this study is to identify and 
analyse challenges related to the current status of India’s 
healthcare system—with a specific focus on mHealth 
and big-data analytics technologies. To address these 
challenges, a framework is proposed for integrating the 
generated mHealth big-data and applying the results in 
India's healthcare.
Method A critical review was conducted using electronic 
sources between December 2018 and February 2019, 
limited to English language articles and reports published 
from 2010 onwards.
Main outcome This paper describes trending 
relationships in mHealth with big-data as well as the 
accessibility of national opportunities when specific 
barriers and constraints are overcome. The paper 
concentrates on the healthcare delivery problems faced 
by rural and low-income communities in India to illustrate 
more general aspects and identify key issues. A model 
is proposed that utilises generated data from mHealth 
devices for big-data analysis that could result in providing 
insights into the India population health status. The 
insights could be important for public health planning by 
the government towards reaching the Universal Health 
Coverage.
Conclusion Biomedical, behavioural and lifestyle data 
from individuals may enable customised and improved 
healthcare services to be delivered. The analysis of data 
from mHealth devices can reveal new knowledge to 
effectively and efficiently support national healthcare 
demands in less developed nations, without fully 
accessible healthcare systems.
IntrOduCtIOn
Healthcare challenges are arguably the most 
significant barriers to sustainable global 
development and are magnified by various 
socioeconomic problems and resource inade-
quacies. Limited access to healthcare creates a 
major barrier to enduring social and economic 
development across the globe.1 In all, 400 
million individuals had no access to any form 
of basic healthcare2 while two billion people 
do not have access to required medications.3 
Therefore, more than one-fourth of the world 
population has unmet health needs. This 
leaves the global community with the chal-
lenge of how to support a significant number 
of the world’s populace still lacking in access 
to basic prescription medications along with 
the ever-increasing healthcare costs faced by 
society.3 In this regard, the WHO introduced 
the concept of Universal Health Coverage 
(UHC) as the theme for World Health Day 
2018— healthcare for everyone and everywhere.4 
The aim is to provide everyone with access to 
basic healthcare services.5 However, financial 
constraints within systems and factors like 
aged-population-related chronic diseases6 
can affect the availability, accessibility and 
quality of care. Several healthcare challenges 
could be mitigated and their adverse impacts 
reduced by employing appropriate and 
emerging technologies.7
India has one of the largest rural commu-
nities in the world and studies show that 
improvements with new innovations are 
required in their healthcare system.8 This 
research proposes a conceptual model that 
can process generated data from mobile 
devices to provide insights for the formula-
tion of healthcare policies for India’s rural 
communities.
The research investigates mobile health 
(mHealth) and big-data analytics technol-
ogies to provide insights to governments 
and organisations to enable well-informed 
decisions on efficient policy planning, use 
of resources and to address specific health 
challenges and regional needs. Furthermore, 
insight into opportunities in the fields of 
mHealth and big-data and their integration 
to improve healthcare service is undertaken 
specifically in rural India. Data from mHealth 
devices can be analysed with powerful algo-
rithms to extract healthcare information from 
communities which could reveal specific and 
vital communal healthcare needs that have 
hitherto being overlooked.
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Figure 1 The critical review process.
In specific terms, this study is set out with the following 
objectives.
1. Review healthcare challenges in India, their context 
and investigate its current status—with a specific focus 
on mHealth.
2. Identify opportunities in Indian healthcare system for 
deploying mHealth and big-data
3. Propose a mHealth model and provide recommenda-
tions for its efficient use to improve healthcare and ac-
tion policies by authorities.
MethOds
A critical review was undertaken (from December 2018 to 
February 2019) to understand India’s healthcare system 
and the challenges that face implementation of the 
commitment towards achieving UHC. This review also 
identified mHealth opportunities in the India healthcare 
system. The review was limited to English articles and 
reports from 2010 to present date. The databases used 
were as follows: PubMed, Google Scholar, IEEEXplore 
and ScienceDirect. Moreover, other sources used were 
reports from WHO, Forbes, the Economist, PWC, Pan 
American Health Organisation, International Telecom-
munication Union and Deloitte (figure 1). Search terms 
included India healthcare systems, challenges, opportu-
nities, status and mHealth opportunities.
IndIA heAlthCAre systeM And ChAllenges
Alongside the global healthcare challenges, Indian 
healthcare faces particular issues, including inadequate 
healthcare resources, insufficient funding, poor health-
care infrastructure and rural–urban disparity.9 The total 
healthcare budget of the Indian government is low (4.7% 
of gross domestic product), considering the population; 
therefore, Indians pay more than 62% of their health 
expenses from their personal savings.10 In this regard, 
India is far behind compared with the other emerging 
economies8 (figure 2).
India faces particular challenges in terms of inequal-
ities in access to healthcare.11 For every 2046 people in 
India, there is only one bed in government hospitals 
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Figure 2 Emerging economies healthcare expenditure.
Figure 3 Global mHealth market.and one government doctor for every 10 189 individuals. 
More than 86% of hospital visits take place in rural areas 
and most of which need to travel a long distance to access 
hospital. The number of doctors, nurses and health 
workers are low in comparison to the high population in 
certain regions. The majority of healthcare professionals 
are focused in and around urban regions (60% of hospi-
tals and 80% of doctors), so rural health lacks more than 
3000 doctors.9 10 In rural India, certified practitioners are 
few; a WHO report stated that 31.4% of those who call 
themselves allopathic doctors are only qualified up to 
Class 12% and 57.3% of doctors did not have a medical 
qualification.12
Nevertheless, technology utilisation, in particular 
mHealth and big-data analytics, may make healthcare 
more affordable, available and accessible for wider 
communities; so India healthcare system could benefit 
from modern technologies.11
MheAlth And Its ApplICAtIOns
In developing countries, the uptake and use of mobile 
phones have skipped over infrastructure inadequacies 
that have led to positive changes in many sectors including 
healthcare. Mobile devices and communications promote 
the development of emerging systems and applications 
for healthcare13 called mHealth that includes the integra-
tion of mobile computing, medical sensors and portable 
devices. mHealth scope is broader than just mobile and 
smartphones, and other smart technologies can be used in 
accordance with the mHealth including wearables devices, 
implants, location-based trackers and sensors for legacy 
devices.8 mHealth tries to explore the advances in wireless 
communication, ubiquitous computing and ‘wearable’ 
devices technologies in healthcare to extend community 
health support and reach into rural areas.14 15 mHealth 
devices can capture, store, retrieve and transmit data to 
provide instantaneous, personalised informatics for indi-
viduals. mHealth could be a key element in healthcare 
systems16 and can be useful in monitoring health status 
and improving patient safety and quality of care. mHealth 
is becoming more popular in the smart device sector as it 
can provide remote assistance and data collection. Unlike 
an individual healthcare service, the collected data can 
be expanded and used across communities to under-
stand common trends and thus, improve the standards of 
healthcare.17 mHealth can provide support in vulnerable 
and remote communities via improvements to networks 
and the emergence of Internet of Things (IoT).18
The use of mobile technologies and their impact is 
likely to increase in the coming years. Surveys showed 
that mobile technologies and devices held about 80% of 
the overall global market in 2017, whereas in 2013, it was 
just 39%.19 The global number of users of smart mobile 
devices is anticipated to almost double in 2020 compared 
with 2014 and reach 2.87 billion users.20 This may 
increase the significance of mHealth globally, as low-cost 
smartphones have the required features and capabilities 
to cope with health-related applications and include the 
necessary connectivity.21
As the popularity of mHealth increases, countries 
are allotting more funding to this area22 (figure 3), 
helping society and communities to become more health 
literate.16 23 This promotes wellness rather than expensive 
medical intervention and hospitalisation.
Integrating mHealth into the India healthcare system 
mHealth can create new opportunities for healthcare, 
especially in resource-poor environments where health-
care systems have limitations in terms of infrastructure, 
expertise and human resources.23 mHealth could play a 
key role in Indian healthcare, especially for rural commu-
nities whose access to healthcare could be limited. For 
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Figure 4 Indian mHealth market.
Figure 5 Mhealth applications for healthcare.
these communities, mHealth could facilitate access to 
basic health services and the analysis of it generate data 
may be useful for shaping the healthcare demands.
India may be able to gain particular benefit from 
mHealth because of the following factors:
1. In rural areas of India, there is a lack of healthcare 
resources and access and people struggle to get proper 
and timely healthcare services. As India’s population 
lies predominantly in rural areas, the need for a new 
system to address their healthcare requirements is es-
sential; therefore, mHealth could be a relief for this 
situation.
2. In India, due to the cost reduction of the mobile hand-
sets and expansion of their network coverage, the num-
ber of mobile subscribers has risen to over 1 billion16 or 
86.8% of the population by 201824 out of which 42% 
are living in rural areas and almost half of them had a 
smartphone.16 In these areas, the key driver to increase 
internet penetration has been the availability of low-
cost internet-enabled devices.25
3. The majority of Indians, including illiterate and low-in-
come population, have access to mobile phones and 
are familiar with their functions.25 More than 86% of 
15-year to 24-year-old people, and around 70% of the 
people above 15 years old are literate.26 The literacy 
rate among senior citizens has gradually increased 
since 2005 and has reached to almost 58%. Also, within 
the next few years, smartphones will become affordable 
for illiterate people in developing countries.27 Recent-
ly, there has also been work to develop mHealth appli-
cations that are usable by people with low literacy.28 29
4. The number of healthcare-related applications is 
growing exponentially and now exceeds 165 000 in the 
global market.30 In India, in 2014, mHealth devices 
and services together consumed $50 million of mar-
ket share where it is expected to grow steadily to reach 
$650 million by 202031 (figure 4).
These factors may encourage the growth of mHealth 
that can potentially boost and leverage a number of 
public health initiatives for healthcare delivery.16 There 
is a growing range of healthcare-related applications 
promised by mHealth for mobile users22 (figure 5) that 
may increase mHealth acceptance and use. mHealth has 
evolved from simply maintaining a healthy lifestyle (eg, 
fitness trackers) to disease and treatment (eg, medication 
reminders). In India, mHealth services began as fitness 
applications which have expanded to doctor appoint-
ments, diagnostics, preventive care and medical service 
search while monitoring may have a dominant market 
share in future.32
bIg-dAtA utIlIsAtIOn And eMergIng trends In 
heAlthCAre
Previously, a considerable amount of health data is not 
used due to difficulties in data management, evalua-
tion and analysis, and they are often remained siloed. 
However, as healthcare is moving towards evidence-
based medicine globally, having a continuous system-
atic review of clinical data is necessary for effective and 
efficient decision-making. This requires high accuracy 
in operations and decision-making while time is a vital 
factor. Therefore, increased use of health data may be an 
important way to improve efficiency and effectiveness in 
the sector. Having access to patients’ records is necessary 
for physicians to support their diagnosis and monitor 
patients’ condition. However, collecting, maintaining and 
analysing each single patient’s healthcare background in 
a timely manner is a challenging task.
Health data may come from many different sources and 
in various forms. This volume and variety of data require 
analysis via big-data algorithmic and machine learning 
(ML) systems. These systems have the capability to aggre-
gate data from different sources that could provide robust 
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Figure 6 Big-data generated from India’s mHealth system.
evidences for healthcare purposes33 and can be drivers 
for intelligent healthcare.34
The source of big-data can include the internet, smart-
phones, IoT or sensor and mobile devices. Through 
big-data analysis, meaningful trends and information 
can be extracted and turned into invaluable insights and 
knowledge acquisition. Innovations in ML are helping 
high-dimensional big-data informatics influence and 
transform the current healthcare industry with a multi-
tude of new initiatives. Currently, deep learning and 
ML tools are available for big-data processing of health 
informatics such as neural networks techniques that are 
revolutionising bioinformatics, medical imaging, public 
health and pervasive sensing.35
mhealth, big-data integration and initiatives
Big-data and mHealth have a mutual relation and to get 
the optimum benefits of mHealth they need to work as 
integrated tools.16 As the volume and variation of moni-
tored health data are high, the utilisation of the mHealth 
and big-data will make it easier to study, monitor and 
understand patients’ health status. Data from m-health 
devices and big-data analysis can empower healthcare 
institutions, providing a more holistic, patient-centric 
approach by concentrating on quality of treatment while 
balancing pressures on healthcare spending and cost.33 
This is based on transforming mHealth data into mean-
ingful information and could benefit clinicians and 
patients.34 The real power of these data is not just indi-
vidual insights, but the effect of leveraging the collective 
knowledge that can be realised through big-data analysis 
and ML algorithms; the results could lead to intelligent 
automation within the health sector such as automatic 
disease outbreak identification.
mHealth devices can detect and monitor different 
human body’s parameters including health vital signs, and 
electrocardiography and recently hypertension and hypo-
tension levels.36 Analysing these data provide insightful 
individual health patterns, thus monitoring these parame-
ters support delivery of proper and customised care. They 
can also join in the big-data cluster including other clin-
ical data; therefore, in emergency situations, physicians or 
emergency response team can act swiftly. The continuous 
update of patients’ data and regular updates to physicians 
can also reduce the risk of healthcare errors, improve 
safety and avoid unsuitable care. This information can 
help the individual to give adequate instructions or even 
medical prescriptions for their conditions. This method 
of treatment is particularly helpful with chronic diseases 
which need continuous monitoring such as diabetes and 
asthma. Prescribing medicines and predicting diseases 
could be easier for doctors with the advent of mHealth 
big-data. This could help to analyse common diseases in 
an area and help in surveillance of epidemics and in the 
response and taking necessary precautions at the right 
time before the disease spreads more. Authorities can 
detect any emergencies or critical situations and avail the 
proper care at the right time. Such initiatives have been 
implemented in Senegal.37
Advances in big-data analytics and applications using 
ML algorithms are helping to unify fledgling and prom-
ising initiatives. These benefits are not confirmed to 
low-infrastructure environments. In New Zealand, tech-
nology uptake is relatively high. Digital and virtual health 
approaches are seen as playing an increasingly important 
role in patient interaction, especially in remote regions.38 
Although they are not without challenges, but they may 
increase healthcare service coverage to remote areas at a 
lower cost. Currently, such schemes are linked to specific 
initiatives, population groups or health conditions. For 
example, MAiHEALTH provides mobile and virtual 
medical centre in rural Patea.38 In Auckland, mHealth 
devices are supporting child health in lower socio-eco-
nomic regions with the iMoko. In iMoko, teacher aides 
perform basic health assessments, store in the cloud and 
send to central digital health teams; this team can quickly 
assess the information, clinician approves treatment plan 
and prescriptions are sent to parents or caregivers.39 With 
this collected information, the pattern of disease can be 
extracted and then taught to digital health assessors. This 
may reduce emergency visits and hospitalisations.
bIg-dAtA And MheAlth IntegrAtIOn fOr the IndIA 
heAlthCAre systeM
Indian healthcare does not currently use technology 
extensively40 while implementing new approaches may 
be most significant in the rural areas of India where 
healthcare infrastructure and resources are not as readily 
available. Potentially, mHealth devices combined with 
big-data could increase rural health and enhance health-
care systems to be more efficient, cheaper, and more 
importantly available to a wider community, as needed by 
UHC and helps India to move towards UHC-based health 
system.
Data can be collected from different potential sources 
(figure 6) and transmitted to cloud-based platforms or 
servers to store as a big-data repository and then thanks 
to the diversity of the health data sources, different appli-
cations can be offered to enhance healthcare delivery. 
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Figure 7 Generated mHealth big-data and applying results in India's healthcare.
These data are related to the health condition of an 
individual. The aim is to differentiate specific informa-
tion from this bulk amount of big-data for greater under-
standing of patient data, health status and with the timely 
symptom identification.
Continuous monitoring and updating the patient’s 
data coupled with regular updates to physicians can help 
them to identify unexpected complications such as heart 
attack and stroke. If there is an epidemic in rural areas 
of India, generated big-data from mHealth devices can 
help identify its extent and rate of growth. In such cases, 
the high rise of specific diseases or related symptoms (eg, 
high fever) may reveal a spread of communicable disease 
(eg, influenza) and help practitioners to react timely and 
appropriately. Through this analysis, authorities or the 
government can implement specific precautions, or even 
establish necessary facilities to avoid healthcare issues 
before the situation gets serious. Therefore, the govern-
ment can take the situation under control at an early 
stage and reduce the impact of the epidemic.
People living in rural regions can get updated news and 
awareness of diseases and can provide required vaccines 
and preventive medicines before the disease spreads 
more. Furthermore, the analysis of big-data can even be 
helpful in monitoring the needs or the health conditions 
of an individual or a region based on available data that 
is held in mHealth big-data repositories. The applications 
of such evaluated and analysed data are massive as the 
information brings out more and more knowledge about 
an area or a person.
Figure 7 illustrates the complete procedure that can be 
used to improve the situation in healthcare from mHealth 
users, to mHealth devices and applications to types of 
healthcare data are collected. In addition, the data are 
collected from the hospitals, pharmacies and insurance 
providers. Results in a big-data analysis using Hadoop 
software can determine different needs in India’s health-
care systems.
dIsCussIOn And COnClusIOn
Mobile phones/devices are one of the most common tools 
used by majority of people even who are illiterates27 or low 
income.25 Therefore, they are one of the most available, 
accessible and cheap tools for data collection including 
healthcare data. Therefore, their usage in healthcare has 
become strategic for healthcare development in low-in-
come and/or middle-income countries and they have 
been used for different purposes such as patient moni-
toring, health survey, epidemiological surveillance and 
public health awareness.37 mHealth in India can be a 
scenario changer due to the massive government thrust 
towards digitising India25 and achieving UHC.4 There-
fore, it is believed that the proposed model (figure 7) can 
be applied in the India healthcare system to support:
 ► Emergency response services: to deliver care and 
medication at the right time through automatic or 
manual alert to authorities from mHealth devices.
 ► Healthcare monitoring: monitoring and analysis of 
healthcare parameters from the whole community 
could reveal the common medicines that are used; 
it helps in conducting different surveys and making 
conclusions directly from these statistics.
 ► Understanding healthcare needs: continuous moni-
toring of mHealth data in a region will provide authori-
ties the knowledge of common diseases spreading and 
the diseases which most people are suffering from. By 
understanding such factors, the healthcare authority 
can implement a system or facility to treat the people, 
or they can provide awareness to the people regarding 
the epidemy.
Some of the barriers and challenges to healthcare 
delivery in rural areas can be alleviated by mHealth and 
big-data analytics. mHealth can motivate health initi-
atives and policymakers. In conjunction with a model 
for mHealth, leveraged outcomes such as personalised 
prescriptions, access to trained medical professionals and 
enabled hospitals can hold all that mHealth promises for 
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every global citizen. In under-resourced countries such 
as India, the resulting benefits are magnified further; 
suffering is reduced, hospital resources are saved and 
socio-economic improvements that lift a nation’s well-
being are realised. Ultimately, regions in India are pros-
perous, but the benefits of prosperity are not universal, 
largely due to poor governance. India’s Prime Minister 
has promised to take up this challenge, regardless of the 
political cost, noting the value of creating a clear policy.41 
By utilising ML from generated big-data, rather than 
bemoan rising health costs and disparities, an investment 
in mHealth may well be the best long-term economic 
decision that rising economies like India can make.
Additionally, India could achieve improved healthcare 
delivery, care audit, epidemiological surveillance and 
quick response to epidemics and bring economic benefits 
to individuals by reducing the cost of care. Ultimately, this 
can help India attain its commitment to the UHC goal.
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